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				Welcome to Emergency Communications, our first member’s journal to provide you with an insight into what is happening in Communications for Public Safety and Disaster Response. The Emergency Communications Organisation has been established to allow responders a portal and voice back to the industry that supports them.

				The web portal www.emergencycomms.org, has various services to help you and for you to request information:

				
						48 hour technical response support via email – ask a question and we will come back with the answer to you,

						The UN Disaster response map lets you know what you will be facing and what is happening globally that might affect you,

						The Resource Centre, with white papers and reports for you to read and download,

						News, views and up to date information, on what is happening.

				

				We are working with numerous organisations to provide you with this information and I would like to thank every one of them for their help and expertise. We have interviews with the ITU, Télécoms Sans Frontières, Tetra and Critical Communications Association, FirstNet and IPv6 Forum. Steve Goodman, our North American correspondent, has written some up to date pieces, some tongue in cheek that should inform and amuse you.

				I would also like to thank Motorola for allowing us to use their image library for the project.

				If you have any questions please email me and remember this is a free organisation to provide the correct information to the people who need it.

				Robbie Alcock

				Co-Founder, Emergency Communications Organisation, Ireland

				robert.alcock@intercomms.net 
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				The View from the Top

			

			
				Robert Alcock discusses Public Protection and Disaster Relief with Hiroshi Ota of the ITU, (International Telecommunications Union)

			

			
				The International Telecommunications Union (ITU) is the oldest division of the United Nations, and the only organisation still running from the League of Nations before. The ITU has the responsibility for regulating and standardising all telecommunications globally, every piece of comms kit you use is run to their standards and regulations.

				It was important to the ITU that they were involved with us as an organisation, to help the front line responders realise how they are helping you and how they can help you. Hiroshi is the man responsible for Disaster Relief at ITU – T, the standardisation arm of The ITU. 

				

				Q: Could you explain to us a little of the different divisions in this area and there purpose in aiding first responders and how that is achieved?

				A: It is important to realise that we are not just a regulatory body and we help out in practical ways as well. Japan’s Tsunami in 2011 was a typical ITU response to disaster, as well as providing practical assistance in form of aiding the correct communications process, we also physically brought Satellite Phones to aid the first responders, we take our role in this area seriously.

				The ITU is split into three main groups ITU–T, my division that look at standards, ITU–R which is Radio Communications and Spectrum and BDT or ITU–D that looks and aids development, all three help in different ways in the area of disaster relief and emergency communications.

				ITU – T for the past 12 and half years have been collating information and seeking information on emergency communications and disaster relief, it allows us to provide our working groups with the correct perspectives when standardising in these areas.

				This also involves looking at requirements that other organisations, such as Amateur Radio Organisations and involving them in the process, this is a huge resource and can provide an on the ground immediate response without delay if utilised correctly.

				ITU–D is there to help combat in detail the response issues in three ways:

				
						Preparation Phase – to look at early warning systems, 30 seconds in the case of Earthquakes or two to three hours in the case of Tsunami can make the difference in saving lives. We look at the use of mobile technology, Sirens and Public address systems.

						Response Phase – To look at the problems that occur during disaster, allocating the correct resources immediately through the infrastructure, the main problems faced are heavy usage and lack of infrastructure. So it is providing a combined response to the frontline responders that allows them to do their job not worry if they can communicate.

						Recovery and reconstruction phase – Short term is really as above making sure the facilities are there to save and re provide services. Long term is to replace damaged infrastructure and to look at pro-active safe guards for the future.

				

				

				ITU–R looks at and provides the backbone standards for spectrum allocation etc.

				Radio communication services have become extremely important to Public Protection and Disaster Relief (PPDR) organizations to the extent that PPDR communications are highly dependent upon a range of radio communication services, particularly the mobile service. Our experience from recent major disaster events has shown that at times, these agencies are solely dependent on radio communication services as the only form of communications available.

				In order to provide effective communications, PPDR agencies and organisations have a set of objectives and requirements that include interoperability between agencies and staff in the field, reliability, functionality, security in operations and fast call set-up for rapid access to wider communication networks. Considering that the functional needs of PPDR agencies and organizations are growing, future advanced solutions used in PPDR applications will require higher data rates than narrow-band solutions predominantly in use today, along with video and multimedia capabilities ITU–R provides recommendations on the use of harmonized frequency bands for PPDR applications, cross-border circulation of equipment, interoperability between agencies, the use of advanced technologies as well as encouragement to manufacturers of equipment used in PPDR to take into account the needs of administrations and PPDR agencies.

				Q: Could you Suggest some reports that would be of benefit to our members in this area?

				A: Recommendation ITU-R M.1042 “Disaster communications in the amateur and amateur-satellite services” provides guidance on the roles of the amateur and amateur satellite services in providing communications during disaster situations. 

				Report ITU-R M.2085 “Role of the amateur and amateur-satellite services in support of disaster mitigation and relief” is intended to document the role of the amateur and amateur-satellite services in provision of radio communications in support of disaster mitigation and relief. It includes information developed after the South-East Asia tsunami in December 2004.

				Recommendation ITU-R M.1637 “Global cross-border circulation of radio communication equipment in emergency and disaster relief situations” offers guidance to facilitate the global circulation of radio communication equipment in emergency and disaster relief situations including the need for plans and procedures to be in place before a possible disaster event in order to facilitate the speedy authorization of the use of such equipment. 

				Report ITU-R M.2033 “Radio communication objectives and requirements for Public Protection and Disaster Relief (PPDR)” defines the PPDR objectives and requirements for the implementation of future advanced solutions to satisfy the operational needs of PPDR organizations around the year 2010. Specifically, it identifies objectives, applications, requirements, a methodology for spectrum calculations, spectrum requirements and solutions for interoperability.

				Recommendation ITU-R M.2015 “Frequency arrangements for public protection and disaster relief radio communication systems in UHF bands in accordance with Resolution 646 (Rev.WRC 12)” provides guidance on frequency arrangements for public protection and disaster relief radio communications in certain regions in some of the bands below 1 GHz identified in Resolution 646 (Rev.WRC-12).

				Recommendation ITU-R M.2009 “Radio interface standards for use by public protection and disaster relief operations in some parts of the UHF band in accordance with Resolution 646 (WRC 03)” identifies radio interface standards applicable for public protection and disaster relief (PPDR) operations in some parts of the UHF band.

				Recommendation ITU-R M.1826 addresses harmonized frequency channel plans in the band 4 940 4 990 MHz for broadband public protection and disaster relief radio communications in Regions 2 and 3.

				Recommendation ITU-R M.1746 addresses system interoperability and harmonized frequency channel plans for the protection of property using data communication.

				These can all be accessed at our website www.itu.int 

				

				Q: Do you feel that people in this area understand the role that you play correctly and how long you have been doing it?

				A: Well the main thing to understand is how long we have been working in this area, we provided the first SOS standard in 1906. We are working on CAP allowing a warning message across all systems including mobile and fix networks. Numbering for one, international emergency number etc. We are looking at new ways to help and assist constantly. 

				

				Q: Finally what is your view of the new Emergency Communications Organisation?

				A: With over 500 members already in less for six months, the need for the organisation is obviously there. Providing the correct information to the correct people across the spectrum of needed knowledge will mean that the organisation working with different organisations and commercial companies.

				

				For more information visit: www.itu.int
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				Emergency Services in the VoIP World

			

			
				Dries Plasman talks about the challenges for operators, businesses and consumers who want to comply with emergency services while enjoying the benefits of IP communication services

			

			
				Dries Plasman is vice president of marketing and product management at Voxbone, the market leader in worldwide geographical, toll-free and geographically independent telephone numbers. Voxbone delivers high-quality inbound communications from more than 50 countries and more than 4,000 cities, using its own private global VoIP network – the world’s first and largest backbone dedicated to voice-origination services. In January, Voxbone launched the first emergency-calling service accessible in multiple European countries from a single IP-based interconnection.

				Dries holds a master’s degree in economics from the University of Leuven and a postgraduate master’s degree in ICT from the University of Namur. Before joining Voxbone in 2011, he worked for Mobistar (a mobile operator part of the Orange group), Greenwich Consulting (a global management consulting firm specialized in telecommunications) and several Belgian ICT start-ups.

				

				More than 143 million people and businesses worldwide subscribe to what’s known in the telecom industry as “PSTN-style VoIP”: voice over Internet protocol (VoIP) services that provide features and user experiences comparable to the traditional public switched telephone network (PSTN). Other types of VoIP services use only software clients to enable PC-to-PC calls, whereas PSTN-style VoIP services let customers continue to use traditional telephones.

				For emergency responders, this difference isn’t academic. Instead, it highlights a major challenge they face as PSTN-style VoIP services become even more popular with consumers and businesses: locating emergency callers who use VoIP in their home or office. 

				VoIP breaks the traditional connection between a phone number and a place. That’s why VoIP makes it convenient and cost-effective for businesses to have virtual operations, with multiple offices – including telecommuters – scattered around a country or the world. But when a phone number can be assigned to any location, first responders sometimes wind up being dispatched to the facility where a switch is located instead of where the emergency caller actually is. 

				In fact, access to emergency services – or more precisely, the lack thereof – remains one of VoIP’s biggest barriers to adoption, particularly among businesses, because many VoIP providers are technically not capable of offering this service. Meanwhile, regulators in many countries, such as all of Europe, require all operators offering telephony services to provide access to local emergency services. 

				To ensure that first responders can locate emergency callers quickly, VoIP-based telephony service providers had only two options until recently: either they interconnect with a local PSTN network provider in every country where they want to offer service, or they install a local VoIP-to-PSTN gateway at every one of their facilities. Both options are complex and expensive, but they’re the only ways to meet regulatory requirements for emergency calling. 

				A new breed of solutions for this problem has become available in the past couple of years: emergency access providers, whose main service consists of providing VoIP provider (and large corporate) networks with access to local emergency centers. This requires interconnections with local PSTN networks and sophisticated routing mechanisms to ensure that calls from end-users are always routed to the nearest emergency center. 

				When the customer of a cloud PBX, SIP trunking and other enterprise VolP service provider calls an emergency number, it is the emergency access provider that connects the 911 or 112 call over the PSTN to the closest emergency service center. To determine the right emergency center to route the call to, the emergency access provider uses location information that can be updated in “near real time.” These kinds of solutions have existed in the United States for some time from well-known providers such as Intrado and 911-enable. Many VoIP providers have international ambitions and offer their service in more than one country; hence the need for a service provider offering access to emergency services internationally.

				This new option is one example of how infrastructure vendors and other members of the VoIP ecosystem are working to overcome barriers to adoption and thus grow the addressable market. That’s good news for first responders because these technological advances make it easier and faster for them to locate emergency callers, which can mean the difference between life and death.

				

				For more information visit: 
www.voxbone.com
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				Telecoms at the Frontline

			

			
				Jean-François Cazenave, President, Télécoms Sans Frontières, provides an insight to communications for disaster and to the poorest communities on the planet

			

			
					

				Jean-François Cazenave, Télécoms Sans Frontières’s President co-founded the NGO in 1998 with Monique Lanne-Petit, TSF’s Executive Director. 

				Before dedicating his life to TSF, Jean-François had already founded two other ‘traditional’ humanitarian organisations. He participated in interventions in Iraq (Kurdistan) in 1991, during the war in Croatia the same year, and more than 50 times in Bosnia Herzegovina between 1992 and 1996, then in Albania in 1997 and 1998. With TSF, Jean-François Cazenave led humanitarian calling operations and telecom support activities to the benefit of the NGOs and the United Nations agencies in Kosovo and Turkey (1999), in El Salvador, Peru, India and Afghanistan (2001) and in Syria and Iraq (2003) and from 2003 to 2012, in all major humanitarian emergencies (Philippines, Thailand, Sri Lanka, Lebanon, Nicaragua, Haiti, Kyrgyzstan, Libya, Madagascar...).

				Jean-François Cazenave has managed TSF’s emergency actions in over 60 countries worldwide, assisting more than 630 NGOs, UN agencies, rescue teams and hundreds of thousands of affected civilians, offering them free calls. TSF teams deploy on average 350 days per year.

				On April 4th 2010, Jean-François Cazenave was decorated Chevalier de La Légion d'Honneur, by decree of the President of France, for his decades of work in humanitarian relief. Appointment to the Légion d’Honneur is the highest decoration in France.

				Mr. Cazenave held positions as a civil servant and senior executive at the French public administration of postal services and telecommunications (PTT). From 1995 to 2001 he was city Councilor of Pau.

				

				The idea for Télécoms Sans Frontières was the result of a simple observation made after many years of experience with general humanitarian charities, based on listening to those in need. During missions responding to the crisis in the Balkans and in Kurdistan during the 1st Gulf War, TSF’s founders realised that, in addition to medical and food aid, there was a critical need for reliable emergency telecommunications services. Conflicts and emergencies often led to massive civilian displacement and separated families. And affected populations are often left with no communications infrastructure in place to find assistance and loved ones.

				

				Q: Tell me briefly about Télécoms Sans Frontières, (TSF) your history and the need that you fulfilled that was not being covered by other organisations?

				A: Télécoms Sans Frontières was founded in 1998 by people who were working in general humanitarian actions. Our first operation was during the first Gulf War in 1991 and after that during the conflict in Croatia during 1992. After that we had 50 operations over 5 years in Sarajevo in Bosnia.

				Every time we entered a refugee camp we were asked to take phone numbers with us to contact peoples relatives in the US or Europe, to let them know where they were, there Uncle was dead etc., they kept the phone numbers on a piece of paper in their shoes. We were providing comfort and news to allow relatives to get in contact and help their own families.

				So in 1998 through these operations TSF, was formed, during the Kosovo War in 1991, President Milošević had 1 million people in refugee camps in Macedonia and Albania. They had three choices of where to go Medical Centre, Food Centre or our Mobile Satellite Centre. They all came to us to get messages out we had queues of over a kilometer, we had the worlds press come to see what was happening CNN, BBC etc. 

				We are now on operations 15 years and 325 days a year.

				

				Q: Today a good part of TSF’s operational mission is not only to provide and re-establish communications for the victims of conflict or natural disaster, but to provide reliable mobile communications for Disaster Relief Operations, tell me about that aspect of your mission?

				A: TSF is working in countries like Haiti, Philippines and Indonesia, we train people so they can react most effectively in disaster or emergency situations, we also provide these people with the equipment to react to the situation.

				We react to the disaster ourselves by being on the ground and operational within 24 hours, we have 3 regional bases Central America, Thailand and our headquarters in France, this geographically allows us to respond quickly.

				If you take Chile or Haiti we were on the ground in less than 24 hours. The earthquake in Haiti struck at 5pm on the 12th January 2010 we were in Port au Prince, the capital, by 9am the following morning connecting the Airport, the UN Agencies Centre and the Ministries operational in 24 Hours.

				If you take the Hurricane that happened last December we arrived before the hurricane hit a day before. We had the mechanisms to do this, the weather web information, and the UN agencies on the ground so we made an informed decision to respond. 

				

				Q: We have talked about where TSF has come from, and where you are, how about where you are going. Where do you want to see this organisation 5 or 10 years from now?

				A: I have been in charge of the organisation for 14 years now, we are deployed 325 days a year, it would be hard, no impossible, to do more than we are, so to continue for the next 14 years to be deployed 325 days a year is our aim.

				Also to work in the poorest parts of the poorest countries to provide Internet satellite connection and through these links to provide community access centers before they even have road access. We are doing that now in Madagascar, Cambodia, Niger, Burkina Faso and Nicaragua for the indigenous Indian population.

				We provide these centres to populations of over 10,000 people we can provide medical, educational, weather and local radio services. Some of these services are charged for, this allows the centre to build up funds to be self sufficient and after three years, when they are self sufficient, we then leave but we have provided all the technology free of charge.

				The next challenge is to extend the ability to make mobile payments outside the GSM infrastructure and to provide this via a satellite bridge. We can activate payment, health services via a person's own phone where there is no GSM, Kenya has 50% of areas not covered we can offer the same services as operators in Europe etc. but out of coverage. 

				I think it is also important that we discuss what we are doing now we have been in Syria one and half years; we are connecting 12 hospitals and two internet educational centre’s for children, one in Turkey for a thousand children and one in Syria for two hundred and fifty, these provide emergency education and connect the children with their friends and families. In Mali we have 5 telecom centres close to the Mali border.

				

				For more information visit: 
www.tsfi.org
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				Disaster Response: Faster Better

			

			
				Bilel Jamoussi, Chief, Study Groups Department, ITU Telecommunication Standardisation Bureau, 
talks about the organisation’s decision to begin new work on standards for networks during disasters

			

			
				Q: The 2012 meeting of the Telecommunication Standardization Advisory Group (TSAG) established a new Focus Group on Disaster Relief Systems, Network Resilience and Recovery. What prompted the ITU to do this?

				A: The catalyst behind creating this focus group dates from the end of last year when we had a couple of requests from the Chief Technology Officers from KDDI and NTT in Japan. They had lived through the earthquake and subsequent tsunami and from that experience they realised that although there are already standards and techniques for disaster relief and network resilience but they are not sufficient from the experience that they had in Japan.

				
Q: What do see as the gaps that need to be filled?
A: The gaps mostly relate to individuals. Individuals get lost during disasters and they need some way of being able to receive notification of the situation. They need to be able to connect with relatives and if there are victims, then relatives need to know about them. It was felt that the standards used to guide people away from the danger areas to a safer place were not adequate. There is a need for better navigation guidance to tell people how to get to a safe place, whether via their mobile phones or by having digital signage in public areas. The standards need to evolve and they need to be to provide that information in real time. 

				The Japanese government is putting their support behind this initiative. The Chairman of the Focus Group is being proposed by the Ministry of Information and Communication. 

				The Focus group is learning what they have already and their results could find their way very quickly into international standards. The Focus Group is a very flexible with simple ways of working and is open to members and non-members.

				

				Q: How does the new working group relate to the ITU’s earlier work on disaster relief?
A: The first item on the Focus Group’s agenda for this is to put an inventory in place of the existing standards both in the ITU and outside. The ITU already has quite a bit of work done through various Study Groups. This includes Study Group 2 which is the lead on emergency communications in areas such as cell broadcast communication and the International Emergency Preference Scheme which gives preference to emergency calls when the network is overloaded. Study Group 17’s work includes the Common Alerting Protocol (CAP) and there are also resilience aspects in Study Group 15. The new Focus Group will to put together pieces of the puzzle of what exists and then from the experience of Japan and other disaster events and identify those areas that require new international standards to complement them.

				

				Q: Was the OASIS Common Alerting Protocol in place at the time of the earthquake and tsunami in Japan?
A: The CAP is an ITU-T recommendation that has been published and adopted in many countries. There is widespread world wide adoption and there are also enhancements that we are working on with OASIS on a revision to the standard. On an annual basis, the ITU do a joint workshop with the World Meteorological Organisation just on the CAP. This year it is in Montreal, Canada. It is an ITU recommendation but it is up to individual countries to use it as necessary.

				

				Q: The military are a key provider of support to civil authorities during natural disasters. What work is their to co-ordinate standards with the military?

				A: It is not uncommon for military technical teams to participate in the ITU’s work, for example we often get DoD participation in SG17 on cyber security issues. Because the new Focus Group is particularly open to members and non-members of the ITU, we would expect participation from everyone including the military in this case but we assume that within every country there is liaison between the civil and the military communication systems so that when the military has to help, the national communication infrastructure is already harmonised. Sovereign states need to make the decisions on how best to meet the standards.

				

				Q: Where are you now in term of schedule?

				A: The consultation on the terms of reference has gone very well. We received excellent feedback and that was been taken into consideration and published on the focus group website on the ITU-T website. As part of the leadership we have promised from Japan, we have a proposed chairman of the focus group and at least two vice chairmen proposed by other countries.

				

				Q: How do you intend to get standards for final consideration?

				A: Once the leadership team is in place, we are hoping to get our first meeting in April or May. The Focus Group is very flexible both in terms of working methods and frequency of meetings. In the past we had a Focus Group on Cloud Computing that met every two months and they were able to generate seven technical standards in about 18 months. That is the sort of time frame we are looking for in this Focus Group. Within one year to 18 months, they would have a number of specifications or technical reports that they would generate that would be the basis for international standards.

				ITU has for some time been one of the first UN agencies or NGOs on the ground in many recent disasters; flooding in Myanmar and earthquakes in Haiti and Pakistan. One of the things that we have done on the ground is to provide satellite terminals so that aid agencies are able to co-ordinate their work. Immediately after the earthquake in Japan, the ITU donated mobile phones free of charge. It is very important that when the networks have been knocked out that they be re-established as quickly as possible.

				

				Q: It is a problem that the mobile phone infrastructure you are seeking to exploit is often the first to be affected by the disaster?

				A: The current mobile phone infrastructure is, from the Japanese experience, limited. However, there are protocols that don’t rely on using a base station and could deliver vital communications from one mobile to the next with the mobile acting as a relay point. If the base station is knocked out, there are many people with phones around each other with mobile phones the communications that can hop from one mobile to the next and back to the network. That is one aspect. The other is digital signage. That doesn’t necessarily rely on the mobile phone but in emergency, if there are a number of LCD displays round the town or train station, communicating emergency information can be displayed to the people that need them. The Focus Group is ready to collect all of these innovative ideas and put them to emergency situations. Those are sorts of protocols are part of the scope of the exploration.

				

				For more information visit: www.itu.int

			

			
				FirstNet Update

			

			
				Emergency Comms discusses status of USA's Planned First Responder Network

			

			
				The need for true interoperability and improved communication among public safety agencies and first responders has always been a problem. However, it first really came to public consciousness in the wake of the tragic events of 9-11. Now, over a decade later, while lessons have been learned and improvements have been made, frustrations over poor communications and interoperability issues continue during almost any natural disaster or crisis, that requires interagency response. 

				Lack of interoperability has still had a negative impact on response during several high-profile incidents in the US since 9-11, including the Oklahoma City Bombing, the Columbine School shootings, and more recently the Aurora Colorado Theater shooting. 

				In an attempt to finally seriously address this issue, in February 2012, the U.S. Congress enacted The Middle Class Tax Relief and Job Creation Act of 2012, which contained landmark provisions to create the much-needed nationwide interoperable broadband “First Responder Network.” The agency that was created to govern the framework and oversee deployment and operation of this network, which will be based on a single, national network architecture, is known as the "First Responder Network Authority," or FirstNet. FirstNet is an independent authority within the National Telecommunications & Information Administration (NTIA). According to the act that created FirstNet, “FirstNet will hold the spectrum license for the network, and is charged with taking all actions necessary to build, deploy, and operate the network, in consultation with Federal, State, tribal and local public safety entities, and other key stakeholders.”

				It is an ambitious project, and one that is long overdue, with many wondering what is its current status? That question is something The Energy and Commerce Subcommittee on Communications and Technology tried to get answered during hearings back in March of 2013. Testifying before the Committee, Sam Ginn, Chairman of FirstNet said, “Deploying a public safety grade wireless broadband network with the scale of U.S. nationwide geographic coverage is an international first. The FirstNet network will be distinctive from all other networks in two critical ways. First, it will be the only network that is ever built entirely to public safety-level specifications for security and reliability. Second, it will be the only network to cover an entire nation of our size geographically, as opposed to coverage by population centers. Combine these two features and you begin to see just how groundbreaking – and challenging – our task is.” 

				A running theme throughout the hearing was, in order for FirstNet to be successful, it is going to require an unprecedented level of cooperation between State and Federal authorities and emergency managers. Which is a task that many believe means weeding through a bureaucracy that could be as difficult to battle as any blaze!

				Chris McIntosh, Virginia’s Statewide Interoperability Coordinator, said to the committee, “FirstNet cannot be expected to understand each state’s unique circumstances and needs. It is through a partnership between the states and localities, their existing governance structures, and the FirstNet board that this program will be successful.” His thoughts were echoed by Ray Lehr, Director of Maryland’s Statewide Communications Interoperability Program, who testified, “Only the states and local public safety leaders can speak to their needs. This early input will ensure the network meets the expectations of each community…” 

				In or Out?

				States do have the opportunity to “opt out” of FirstNet, but Ginn and other FirstNet ranking members believe most will opt-in. In previous statements unrelated to the March 2013 sub-committee hearings, the FirstNet Board of Directors has said, "The governors pushed and lobbied for this legislation for years. They see a need for a nationwide broadband network. To be successful, FirstNet will need as many users as possible to bring down the cost." 

				FirstNet supporters say the Network’s success will not only be predicated on willingness of local telecoms to get on board and opt-in, but a willingness of First Responders to use it. "This has been a long-standing goal since the communications failures of 9/11,” said Heather Hogsett, director of the Health and Homeland Security Committee for the National Governors Association. "The challenge for the FirstNet board will be to build a network that first responders want to use. It must be appealing to police and fire departments and delivered at a cost that makes it feasible.”

				Specifically, as signed into law, the FirstNet board is charged with seven responsibilities:

				

				1.	Hold the spectrum license for FirstNet.

				2.	Develop a plan for network build-out, maintenance and sustained operations in each state.

				3.	Ensure nationwide standards for network use and access.

				4.	Deliver economies of scale for public safety entities.

				5.	Negotiate roaming agreements with commercial networks.

				6.	Formulate a fee collection system to ensure self-sufficiency.

				7.	Consult with local, state, tribal, territorial and federal entities.

				

				While obstacles remain, the Board is confident that its initial plans for construction of the Network will be rolled out by late 2014.

				

				Lessons Learned

				Until a true National First Responder Network can be created and utilized, what can be done, and what is being done to minimize interoperability issues? Emergency communications fared much better during the Boston Marathon terrorist bombing than in other similar national tragedies. The main reason was the implementation of an incident radio communication plan or ICS 205. ICS 205 is a central location for storing information related to a mission's radio communications system.

				Like any such scene of sudden and unexpected manmade carnage, communications were initially chaotic at the Boston Marathon finish line when the two bombs exploded. As the air filled with debris and screams, and the streets ran with blood, cell phone towers quickly became overloaded with 9-1-1 calls and other requests for help, making voice calls all but impossible.

				At first, even the Public-Safety’s 800 MHz network was also initially overloaded, “as all channels simultaneously were used to report conditions at two different blast sites,” reported Paul Burke, district chief of the Boston Fire Department's Office of Field Services. The Office of Field Services develops the incident-action plan for Boston’s large events, including an ICS 205, and it was that plan, which included assigned radio channels and other tactics, that Burke said was instrumental in assuring “uninterrupted radio services once the chaos died down.”

				Following the incident, Steve Staffier, the communications/interoperability manager at the Massachusetts Emergency Management Agency Management (MEMA), concluded that Preplanning emergency communications in a written ICS 205 that included a dedicated EMS radio channel, without a doubt helped First Responders save lives during the Marathon bombings.

				MEMA had met in January with the organizers of the Marathon, and all the involved Public Safety agencies, to create the ICS 205 communications plan. Staffier said this year there was a particular emphasis from organizers on supporting EMS communications. In an interview with Mary Rose Roberts, Senior Editor with Fire Chief Magazine, he said, “Once in place, communication systems and radio patches to connect disparate systems were tested and we’re ready to go bright and early Monday morning for the marathon.” 

				

				Signing Off – Looking Ahead

				Frustration caused by interoperability issues is nothing new to emergency responders or Emergency Comm providers. And, despite the best efforts to create FirstNet, or any other national emergency communications network, such issues will likely continue to have an impact on responses to large scale incidents well into the future. As responsible members of the emergency communications industry, it behooves us to commit not only to developing, deploying and using the best technologies available, but to use our influence to foster an environment of partnership between Public Safety agencies to minimize organizational conflicts and differences that have long tended to adversely affect incident outcomes. 

				

				For more information about FirstNet visit:
www.firstnet.gov
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				Next Generation Public Safety

			

			
				Emergency Comms talks to Vincent Kennedy, Strategy Director, Motorola Solutions Europe & Africa about the future of public safety communications, LTE and spectrum harmonisation

			

			
				Dublin-based Vincent Kennedy is a core-member of the Senior Leadership Team for Motorola Solutions in Europe & Africa. Vincent is responsible for business strategy across the region including the development of the public safety business and the incorporation of broadband technologies as they evolve.

				Vincent has a strong background in both business and technology and works closely with dedicated Public Safety operators across Europe on the questions of spectrum, future technologies and the evolution from land mobile radio to technologies such as LTE. In addition to his Strategy role for Motorola Solutions, Vincent also sits on the Board of a European Public Safety Operator company and acts as a Director of one of Motorola Solutions’ operating companies in the region.

				Motorola Solutions connects people through technology. Businesses and government agencies around the world turn to Motorola Solutions innovations when they want highly connected teams that have the information they need throughout their workday and in the moments that matter most to them.

				Motorola Solutions products and services can be found from the retail floor to the warehouse floor and from the small town police station to the most secure government offices. The company’s products support customers who make up the diverse global economy and enable mobile transactions of all kinds, as well as contributing to the safety and security of citizens everywhere.

				

				Can commercial networks fulfill public safety needs? 

				This question is at the heart of the issue when it comes to the provision of public safety communications for countries worldwide. Ultimately, Motorola Solutions believes that delivering high speed data at the point of maximum impact enables intelligent decision making and as such, has the potential to revolutionise public safety organisations and practices. But to do this the service must be permanently available, secure and resilient. 24 hours a day. 7 days a week. 365 days a year.

				Research by the Henley Business School1 estimated in the context of frontline policing in the UK that for each reduction of one per cent in network service availability there is a potential socio-economic cost to society of £1.6bn. Public Safety organisations often utilise commercial mobile phone networks to compliment their radio networks. However, mobile phone networks are designed for a commercial grade of service and as such are simply not suited to meet the mission critical requirements built into specific public safety networks.

				History shows that commercial mobile phone networks become congested and can fail during major incidents when instant communications are vital. Events such as New Year's Eve, a key sporting event, terrorist incidents or even smaller events such as a traffic accident can result in delayed access and dropped calls due to congestion on commercial networks.

				In the last few years during major events such as fires in the Australian outback, floods in Germany, earthquakes across the Asia Pacific region or terrorist attacks in Madrid and London, major communications disruption has been caused by the failure of commercial phone networks.

				Given these real-world situations it is therefore reasonable to assume denial of service and security hardening presents significant challenges to the carriers’ management of public safety networks. Furthermore, while SLAs have yet to be defined by most public safety user communities a typical greater than 99.9 per cent demand for coverage and capacity at the time of need drives stringent requirements in terms of network component, antenna and power resilience issues. 

				

				Which frequency band, 400 or 700MHz, is the way forward or can we look at dual band solution? 

				In this region, the bands in the 400MHz range (above 380 MHz) are coordinated amongst many countries for the Narrow Band/Wide Band Public Protection & Disaster Relief (PPDR) Services. As these bands are expected to serve this purpose for at least the next 15 years for mission critical voice/data, it is anticipated that PPDR agencies and their operators will seek to find solutions to the upgrading of the current narrow band 400 MHz networks to offer also broadband facilities and applications in 700MHz.

				The band 694-790MHz represents a unique opportunity to design effective and lower cost infrastructures and handheld devices as an extension to existing broadband networks for multiple suppliers with economies of scale and innovation. Consequently the allocation of parts of the band 693-790MHz to broadband public safety is of the highest priority.

				700MHz is considered by many to be the sweet-spot for next generation mobile broadband with the distinct advantage of wide area coverage coupled with in-building penetration. On the other hand, the impractical 400MHz antenna and MIMO portable radio limits portable reception and data rate delivery to a limited European handset market.

				

				LTE works better with 10Mhz channels; so how can we find 10Mhz in both bands, uplink and downlink or do we need it?

				The Law Enforcement Working Party, ETSI and CEPT FM49 has recommended a minimum of 2 x 10MHz of spectrum to maintain integrity of data communication at the instant of need. Its allocation at country-level relies on ESMCP’s clearly defined SLA/G’s. At European level, one of the findings of the recently adopted ECC Report 199 based on user needs is that 2 x 10MHz of spectrum will be needed.

				 In Motorola Solutions’ experience, whereas public safety and commercial mobile services share a similar load profile at the ‘golden hour’, carrier services will throttle capacity at the time of need. In everyday situations, Motorola Solutions’ tests show that Public Safety services demand ad-hoc heavy data upload compared to the video download proliferation by the mobile operators.

				700MHz band plans for mobile broadband are still under discussion in CPG PT D and ECC PT1. Alternative plans aimed at progressing the work forward towards a single, inclusive and flexible channelling arrangement are under development in a timely manner such that both the mobile broadband market aimed at the society at large and the Government and Emergency Services can start planning a new advanced broadband addition to current narrowband voice services in operation. 

				

				Is it possible to have the spectrum harmonised in Europe and what is the best path forward?

				There is significant global momentum building for dedicated LTE Public Safety networks in 700Mhz 2 x 10Mhz which could mean that Europe is left behind. 

				Europe or an entire Region can enjoy the benefit of harmonised conditions for broadband public safety if for instance the WRC-15 under agenda items 1.3 decides to add a 700Mhz range as applicable. 

				Motorola Solutions strongly believe that conditions for the harmonisation of public safety LTE can be created. It would be ideal if a frequency range can be identified (for instance 693-790Mhz) from which national administrations can allocate spectrum according to national needs. 

				Increasing focus and a joined-up approach is needed at EU and Member State Regulators to determine spectrum re-use and to support the EU Commission program to ensure sufficient harmonised spectrum is made available to develop services, devices and innovative interoperable solutions2.

				The TETRA & Critical Communications Association commissioned WIK3 to follow-up its 2010 socio-economic benefit study in 2013. WIK’s interim June report reinforces the benefits that tend to arise from the harmonisation of public safety spectrum including:

				

				
						Economies of scale in terms of production, and also in terms of staff training, together with the network effects benefits that flow from expanded equipment availability;

						Interoperability of equipment for incidents that involve multiple countries (either because they occur at a border, or because they are geographically large); and

						The ability to seamlessly loan to public safety teams from one country to another in times of need.

				

				

				When disaster strikes in a border area it is of the utmost importance that first responders can freely cooperate and move across the border and use the PPDR terminals in neighbouring networks to assist in the operation.

				

				So what conclusions can we draw?

				Ultimately, the world is in a protracted period of economic stagnation which has triggered a consolidation of public services in most countries. This has driven transformational change with the emphasis on improving efficiency and effectiveness as countries seek to get more for less. In addition, social unrest, organised crime and the continued threat of terrorism increase the risk to public safety: In short, solutions are needed, not optional.

				Public safety spectrum is already exhausted in some countries and this clearly negatively impacts the development of data solutions for public safety – simply put, more spectrum is necessary for short-term growth as well as eventual migration to next generation broadband for multimedia services. It is worth noting that European countries generally have less than one per cent of spectrum allocated to Public Safety. Contrast this number with the United States which allocates more than ten per cent.

				It is accepted that mobile data communications transforms the efficiency and effectiveness of all those for whom communications are a normal part of working life. It is unsurprising therefore, that representatives of the PPDR community have been considering how to provide sufficient spectrum for their future mobile broadband needs.

				To those people who are unfamiliar with the manner in which critical communications operate, it would appear obvious to utilise commercial cellular networks. However, there are many hidden pitfalls to such a solution. In times of crisis it is not acceptable for high network load to limit the ability of public safety and other critical services to communicate. It is also unacceptable for commercial imperatives to limit the resilience of a network that is used by mission critical users and such networks should not be operated simply on the basis of commercial gain. 

				Mission critical broadband services are a vital and increasingly urgent requirement for PPDR and other critical communications users, including but not limited to national security, vital infrastructure management and protection, utilities and transportation operators and others.

				Unless the necessary harmonised and dedicated spectrum to operate PPDR services becomes available throughout the region, it will not be possible to implement critical services that are vital to the safety, security and well-being of citizens, communities and nations. Public Safety cannot be reliant on commercial networks, even if the terrorists are.

				

				For more information visit: 
www.motorolasolutions.com
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				Delivering on the Promise of High Quality PMR and TETRA Radio Solutions

			

			
				Emergency Comms talks to Alexander Heinz with Hytera Mobilfunk GmbH 

			

			
				Alexander Heinz is VP Marketing & Product Management with Hytera Mobilfunk GmbH. Alexander has been a Professional Mobile Radio (PMR) and TETRA Systems engineer specialist since graduating from the Technical University of Vienna in 1999. Before coming to Hytera, Alexander had built his career with some of the top names in the field including Siemens and Nokia. He was involved in the acquisition and realization of the nationwide TETRA networks for public safety organizations in Malaysia and Macedonia. 

				Hytera Mobilfunk GmbH is world-renown supplier of solutions and products in the field of PMR. Known for their “German engineering,” Hytera Mobilfunk GmbH have been pioneers in professional digital mobile radio for more than three decades and are one of the world’s leading manufacturers of TETRA infrastructure components. 

				

				Q: Hytera Mobilfunk GmbH has enjoyed a reputation spanning over three decades for delivering superior quality Professional Mobile Radio (PMR) solutions. Give me a brief overview of that history, and what makes Hytera a stand-out industry leader.

				A: Our company was founded as an engineering office for radio equipment and professional radio networks in 1980. Already at that early stage the company specialized on the implementation of trunked radio systems for networks according to the analog MPT 1327 standard. We became the market leader in Germany as well as in Russia. From 1988 to 2012, the company belonged to the Rohde & Schwarz group, first under the name of R&S Bick Mobilfunk GmbH, since 2009 under the name of Rohde & Schwarz Professional Mobile Radio GmbH. At the beginning of 2012 the company was acquired by Hytera Communications Ltd. to consolidate their respective skills and to break new ground together.

				

				Q: In fact, you are one of the world’s leading manufacturers of TETRA infrastructure components, tell me a little more about that?

				A: Hytera in fact is one of the world’s leading providers of TETRA-systems. We provide complete solutions, including network planning, project handling, site planning, commissioning, training, network optimization and after-sales service. Each of our mobile radio systems is a customized solution with optimized performance. 

				A big deal in the TETRA-systems is the infrastructure. Hytera provides high-end switches and base stations as well as a full variety of applications and controlling software for these. Our engineers develop continuously new components and adapt existing ones to the latest technologies. Thus we launched our next generation base station DIB-R5 at the Critical Communications World in Paris this year. Leading edge TETRA Release 2 and TEDS capability make the DIB-R5 most attractive for all scenarios where high-speed-data capability and availability are a must.

				

				Q: And why is finding solutions to such TETRA infrastructure challenges so relevant in the Emergency Communications Arena?

				A: Hytera has a strong expertise and experience in implementing tailored solutions for the emergency communications arena. Our TETRA-systems provide secure communication, system availability, as well as multiple features like localization, automatic call-group creation and comprehensive network management. The technology of TEDS and LTE even make it possible to deliver capacity demanding services over the TETRA-system. From my point of view wideband followed by broadband data is the next step the emergency communication will take. 

				

				Q: The term “German Engineering” gets tossed about a lot. Tell me what that really means to you, and to the quality of Hytera solutions?

				A: Reliability is the key requirement of our customers. Systems have to operate without interruptions 24 hours a day and especially in crisis or emergency situations the radio system is the most important tool for the coordination of field personnel. “German Engineering” stands for this high level of reliability. Our products are developed under very high, German quality standards. This also means that our hardware and software is heavily tested before we ship and install our systems. 

				Our projects typically have a big portion of “Engineering” as each of our systems is tailor made to the specific needs of our customers. That means that we develop a system design together with our customers and configure the system to fit into the customer’s environment. We exactly understand our customers’ requirements and develop the most suitable integrated system solution including our own equipment and selected 3rd party components. In this context “German Engineering” means that our customers can rely on the delivery of a reliable over-all solution. 

				 

				Q: As you see it, what are some of the greatest challenges facing PMR users in Emergency Response situations? Interoperability? Bandwidth? Legacy Integration? You tell me, and how is Hytera responding to such challenges? 

				A: Challenges are very much dependent on the region and today’s environment of our customers. There are still many of our customers who plan to migrate from analog to digital. They need us as a strong partner to support them during their migration phase. We support this migration phase with our technical solutions, for instance with our gateways, but also assist our customers in planning and setting up new systems with respect to their current and future mode of operation. Continuous operation and protection of investment over many years are key for our customers. 

				Q: What about the challenges of integrating with IP infrastructure? This is a concern I see coming up time and again among Law Enforcement and First Responders.

				A: Yes, you are quite correct. Another challenge is the migration to IP-based backbone networks. IP is the basis for modern telecommunications systems today. We have a very smart solution to extend existing E1-based ACCESSNET-T networks with new, IP based network segments. Our existing network for the Macedonian Police delivered in 2008 was recently extended with additional, IP based base-stations. For the users, it appears as one system.

				Emergency communications today are becoming more and more data centric. Ten years ago we only had smaller text messages assisting officers in the field in their daily duties. But today’s technologies like packet data and TETRA Enhanced Data Service (TEDS) allow data applications which optimize workflows and increase the situational awareness in the field. The integration of data applications into existing Command and Control environments gets important. Hytera supports this development with powerful application interfaces and technical support during the integration phase. 

				

				Q: Hytera certainly seems to be ahead of the curve in IP Network Integration, but what challenges remain?

				A: Technology is complex today, but reliability and robustness of products is still the main focus of our customers. I think that the adaptation of modern smart phone technologies for the use in our customer segments will be a challenge for us as manufacturer, but also for the user community, as new kinds of applications will have a high impact on their daily operations. 

				Standardization and interoperability in an IP based environment will be the key challenge in our industry. LTE today is only an IP data pipe with very high data throughput. But interoperability between end-user applications and application servers still has to be established. One example is a text messaging service. Today we can send text messages in TETRA. These messages can be confirmed by the recipient. Tomorrow we could have an instant messaging service similar to ICQ, but we still need to add features like encryption or delivery confirmation to fulfil the requirements of emergency users.

				

				Q: Without revealing anything that could be considered proprietary of course, can you tell me where and how Hytera’s radio technology is being used by First Responders and Law Enforcement Bureaus worldwide? 

				A: The countrywide TETRA network for the Malaysian Emergency Forces is our biggest network and was finished in 2008. With more than 500 sites it covers the Malayan peninsula and the states of Sabah and Sarawak on the island of Borneo. The network is used as multi-agency network, which means that several agencies use the network autonomously. One key requirements was, to have strong separation between user agencies for their internal communications and collaboration mechanisms for joint operations. Our solution to this requirement is called a Virtual Private Network (VPN). 

				My second example is the TETRA network for the police of Macedonia. The first installation of the network comprised 42 base stations, redundant exchange nodes and network management features as well as command and control infrastructure. It was delivered in 2008 on basis of an EU funded contract. In 2012, Hytera Mobilfunk GmbH was awarded the contract to expand the network by further 26 base stations to extend the radio coverage. 

				

				For more information visit: 
www.hytera.com
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				Europe Ponders Effectiveness of Home WiFi for Emergency Communication 

			

			
				In the aftermath of a disaster, one of the greatest fears of rescue and relief workers is possibly being cut-off from the “outside” world when conventional communications infrastructure is damaged or otherwise interrupted. While organisations such as Telecoms Sans Frontiers and Global VSAT Forum, explore mobile satellite technologies and other portable telecom and radio solutions, a group of German researchers suggest there may be a far simpler alternative. In a recently published paper, researchers in Germany concluded that in the event of a natural disaster, home wireless WiFi routers that likely already exist in the area of the crisis, could be used for emergency communications.

				The Study was published by Kamill Panitzek and colleagues from the Technical University in Darmstadt, Germany. Before undertaking the study, the researchers realized that in many European countries, home wireless routers are very common, even in small and medium-sized townships. Panitzek and his team believed that such home WiFi routers could be “piggy-backed” together to form an emergency comm network that could be used by Public Safety Operators in the event that cellphone towers and networks are down or overwhelmed by people caught up in an emergency or natural disaster.

				Panitzek and fellow researchers tested their idea in their own small city of Darmstadt, by first determining the density and signal strength of the wireless routers in the area.

				Using an Android application to locate wireless networks, and walking through the center of town, in an area of just 0.5 square kilometres (0.19 square miles), they found almost 2000 routers of which over 212 were “public routers,” meaning they were non-encrypted, or required a password for access. In the paper which was published in the International Journal of Mobile Network Design and Innovation, Panitzek said, “this rich density means that an emergency network could piggyback on nearby routers, giving first responders access to the Internet and contact with their headquarters. With a communication range of 30 metres (yards), a mesh network could be easily constructed in urban areas like our hometown.” 

				The paper went on to suggest that creating this “piggy backed” emergency network could be accomplished easily, and would not impact home users, or invade their privacy, since, as the researchers pointed out, most home routers already have a "guest" mode, or a supplementary channel to allow visitors to use a home's WiFi. In the model suggested by the team, they recommend that home routers incorporate an emergency "switch" that responders can activate to set up a backup network, thus giving them a voice and data link through the Internet.

				“The emergency switch would enable an open guest mode that on the one hand, protects people's privacy, and on the other hand, makes the existing communications resources available to first responders,” said Panitzek.

				The use of such a switch is a workaround for the problem of not enough “unsecured” or “public” routers available in the stricken area.

				

				Making a Mesh, from a Mess

				The concept that Panitzek and his team proposed and proved feasible is not necessarily new to telecom. It employs the idea of nodes and the creation of a “mesh network.” Unlike “traditional networks” that rely on a small number of “wired” access points or so-called “wireless hotspots” to connect users, in a wireless mesh network, the network connection is spread out among dozens or even hundreds of wireless mesh nodes that "talk" to one another, sharing data over a large area. These “mesh nodes” are small radio transmitters that function in much the same way as a wireless router. Nodes use the common WiFi standards known as 802.11a, b and g to communicate wirelessly with users, and, more importantly, with each other, and function exactly like the emergency network proposed by Panitzek’s team.

				While wireless mesh networks are an emerging technology, many experts believe they represent bringing the “holy grail” of a totally wireless, seamlessly connected world to reality. Many cities and municipalities are already using mesh network technology to offer their citizens wireless connectivity throughout the entire city. A growing number of metropolitan areas are installing public WiFi hotspots. Mesh networks allow these cities to cost-effectively and easily link all those hotspots together to cover the entire municipality.

				A team with UK’s Kingston University developed a similar technology based on the idea of “super-nodes” as part of the PEACE project initiative for better communications among First Responders. That team, led by Dr. Christos Politis, designed an elegant internet-based solution to keep rescuers and Command and Control in touch independently, rather than using central wireless access points or the TETRA police radio system. Deployed as an app, which can be leveraged on a smartphone or other personal mobile device, the patented technology will also allow emergency service workers in the United Kingdom to talk to counterparts across Europe on a secure solution.

				“This research looked at how we communicate in a major disaster or emergency,” said Dr. Politis, in a recent Podcast discussing the PEACE Project. “When there's a major terrorist event, earthquake or forest fire, traditional phone lines and radios often can't cope and tend to jam because of the volume of calls and other multimedia traffic, like video. Using our new application, emergency service staff will be able to communicate on their own autonomous network using any available smart device without having to rely on a central communication system.”

				The new app allows rescue workers to set up an independent communication system by allowing any one of the mobile devices carried by any rescue worker to act as the super-node – a bit like a mini satellite – letting other mobile devices communicate with each other as in a mesh network.

				

				“Firewalls” Remain

				As with all novel approaches to emergency communications in disaster areas, barriers beyond “firewalls” and technological hurdles, remain.

				The German researcher’s paper concludes that beyond the density of wireless routers in a given area there are several challenges to overcome before their model could be implemented in the real world. Not the least of which are the privacy concerns, such as, would users agree to have an open channel enabled on their routers.

				One idea they suggest to get around that would be to have router manufacturers include a “built-in” emergency mode into their units to be used only during a crisis that users would know was fully secure. But the researchers also agree, that would be unlikely without some kind of legislation mandating such functionality.

				Still, their paper and other developments since, like those coming out of the research funded by the PEACE Project, prove that there may be several ways to improve emergency communications by leveraging and integrating with existing consumer technologies. 
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				Expeditionary Power Expertise Proves Vital for Emergency Response

			

			
				Emergency Comms talks to Sylvain Lhuissier, International Sales and Marketing Director, Bren-Tronics

			

			
				Bren-Tronics produces ruggedized batteries, battery charging systems, and expeditionary power sources designed for the unique needs of Air, Land or Sea military operations. 

				

				Q: Tell me about the importance of battery power and mobile communications in the Emergency Response Arena?

				A: Like in any other area, power is always a key issue for mobile communication. Moreover, Emergency Response Area is generally subjected to severe climatic and topographic conditions that must not affect the radio communication reliability which is vital for the users.

				Furthermore, when the infrastructures are damaged (road, building, AC grid…), users have to be power independent. They need an easy field deployable power solution to establish and maintain the communication network. A renewable power system is therefore an option.

				

				Q: So, are Bren-Tronics portable power solutions being used by First Responders in rescue situations, in re-establishing communication in areas where power has been lost due to natural disasters or other crises, in providing power via generators and other “off-grid” solutions for base station operations, or all of the above?

				A: Bren-Tronics portable power solutions applications are not limited to mobile communication systems. Any electro-mechanical device requires power. Hence, we are powering ground robots, chemical detection sensors or any other tools. 

				A first responders’ mission is very similar to a military special force mission. They need to be agile and efficient immediately. Typical mission duration is for a few days and they are dropped with all their equipment. Thus, from a power stand point, they need to be power independent and able to power different types of equipment. An adaptive and universal power system is therefore optimizing the weight and logistic for such a mission.

				Second mission phase is based on a longer duration were users are deploying a logistic chain by providing generators. However, we noticed that the supply of fuel is very critical or sometime impossible when the infrastructures are destroyed. Therefore, we deployed “off-grid” solutions based on solar panels, wind turbine, fuel cell and Li-Ion battery storage. 

				

				Q: Can you give me a brief overview of where and how Bren-Tronics solutions are being used by First Responders, Emergency Response and Crisis Management Organisations, and Law Enforcements Organisations worldwide? 

				A: The first field experience was in Japan after the disaster in March 2011. Bren-Tronics products were embedded into the ground robots to inspect Fukushima nuclear power plant. Then renewable power systems based on Li-Ion batteries were deployed to create “off-grid” power stations for communication and coordination centers.

				A more recent experience was in New-York after hurricane Sandy (2012). It directly touched Bren-Tronics people located on Long Island, NY. High capacity rechargeable Li-Ion batteries were distributed to power all personal gear such as cell phones. People were able to maintain contact together while they were isolated (no power grid and blocked roads).

				

				Q: Obviously in Rescue Operations reliability is critical. Is that why so many First Response Organisations rely on a company with a proven track record “in the field” as Bren-Tronics?

				A: Bren-Tronics expertise in Military power solutions design is guarantying the performance of batteries under any circumstances. Both Areas have very similar technical requirements. Batteries must be safe, easy to use and offer high capacity for long lasting communication. Batteries are immersion proof, shock proof and operate from -30°C to +60°C.

				

				Q: Can you gave me an idea of the kind of feedback you may have gotten from Communication Crew Chiefs who have used your gear? 

				A: Feedback from French Securité Civile, SIC (Communication and Information System):

				“Bren-Tronics products are robust, compact and multi role. The mobility is improved thanks to renewable power sources such as flexible solar panels.”

				

				For more information visit: www.bren-tronics.com
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				Tetra Today, What About Tomorrow?

			

			
				Emergency Comms talks to Malcolm Quelch, Board member, 
TETRA and Critical Communications Association, about Tetra's future and reality 

			

			
				Malcolm has over 20 years experience in the Telecoms industry and, before that, 20 in the Semiconductor industry. 

				He is a Board member of the TETRA and Critical Communications Association, represents Sepura on the ETSI Technical Committee for TETRA and Critical Communications Evolution (TC-TCCE) and is the Chairman of TC-TCCE’s Working Group 1. His career has been with Philips, Philips Telecom –PMR, Simoco and Sepura. Much of his career has been in managing the technical activities of the businesses he was involved in and many of his posts were at Board level. His roles have included Technical Director, Manufacturing Director, Manufacturing and Development Director, Operations Director, Chief Technology Officer and VP for Product Strategy. 

				Currently he acts as a consultant for Sepura giving advice and support in a number of areas and undertaking various projects. 

				

				Q: Please explain the TETRA Interoperability Certification process and why it is so critical to communications and Public Safety operations? 

				A: The certification process is run by the Technical Forum (TF) of the TCCA with an independent body, ISCOM (Istituto Superiore delle Comunicazioni e tecnologie dell'Informazione) supervising the testing and issuing certificates. The features to be tested, the inter-operability specifications and the inter-operability test plans are agreed in the TF but subjected to the scrutiny of all members of TCCA before being published and used. 

				Multi-vendor test sessions involving live infrastructure and terminals are funded and run by manufacturers with ISCOM supervising, analysing the results and issuing certificates.

				The benefit of this process is that it assures customers that products that have passed through this process will be inter-operable for the features tested and this creates customer choice and a multi-vendor, competitive environment. This in turn stimulates innovation and rapid market adoption of features.

				

				Q: Since the first generation deployments of TETRA equipment in the late 1990’s, what is the current “Phase” in the evolution of TETRA standards? What have been the greatest challenges, and how have these challenges been addressed so far?

				A: Currently the standard is out for public review having been modified amongst other things for an extension in frequency down to 138MHz and additions to TEDS functionality that allow direct access. There is significant innovation in the features and functionality of TETRA radios that may occasionally require enhancements to the standard but are often achievable without the need to change the standard. These are managed through the Operators and Users Association of TCCA, the Technical Forum and the manufacturers.

				TETRA was designed for the PMR market that has special functionality and service requirements. Often it carries mission critical communications and this means ensuring the radio systems are robust, resilient, secure, have very high availability and excellent coverage. This same criticality impacts the processes that users have evolved to ensure communications and these are often different for the various user groups which mean TETRA has to be very flexible and able to be customised to fit exactly how users want to operate. This is a challenge to the scope, creation and testing of the operational software. Manufacturers have dealt with this by phasing the release of features based on market priorities and growing the size of their software teams.

				

				Q: As you see it, what are/have been the relative advantages of TETRA over other two-way standards such as DMR or P25?

				A: I would argue that neither standard is as open as TETRA or has the same level of functionality. DMR was not designed for the mission critical communications market being more aimed at business and industry and the developed functionality and security reflects this. For DMR the capacity is less than for TETRA and it has less specialised products and accessories. 

				P25 is designed for mission critical use but a restricted market and supplier base has led to less innovation in product size and functionality. Product costs are generally higher than TETRA too.

				Q: The primary market for TETRA is still of course, Public Safety, but it is making inroads into other industries such as transportation and non-tactical military use. Can you comment on this expansion into other markets? 

				A: The flexibility in TETRA software has allowed implementations of functionality that support, for example, operations at airports where dynamic grouping of communications by flight numbers can provide work scheduling and close communication amongst the various crews servicing any flight. When this is coupled with GPS and innovative location technology using beacons then very effective operational management using radio systems is possible and this is why TETRA is increasingly being adopted at airports.

				TETRA has quite a long history in the transport sector, primarily public transport (trains and buses) where again the reliability of communications and robustness of the terminals coupled with customisation to meet the user’s needs has made TETRA an attractive option. This has been enhanced with the development of passenger information systems involving packet data and short data services over TETRA with GPS. It is interesting that the emergency button services of TETRA which one might consider a public safety feature are used extensively in the bus services.

				The extension into non-tactical military use is often related to the policing of bases for which the requirements match TETRA well.

				There has also been extensive use in mining (extraction) and Oil and Gas due to the ruggedness of product, high rating of ATEX certification and feature rich data capabilities.

				

				Q: While originally deployed primarily for and in Europe, TETRA is rapidly being adopted by regions throughout Asia, the Middle East and South America. Care to comment as to the current state of this expansion into other regions?

				A: TETRA is adopted throughout the world. Deployment in North America is in the early stages and there is I believe only very small use in Japan.

				

				Q: What do you see as the next Phase for TETRA as a platform for emergency communications in the years ahead? 

				A: There is still a lot of functionality in the pipeline and so I see continued development of TETRA and it remaining as the dominant mission critical communications standard. There will be increasing use of broadband data alongside TETRA and standards will be developed to enable this to support mission critical data. Eventually it is likely that digital voice and data PMR services will be a standardised application that will sit above a suitably modified LTE broadband network. 

				

				For more information visit: 
www.tandcca.com
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				IPv6 Based Public Safety & Emergency Services

			

			
				By Latif Ladid, Founder & President, IPv6 Forum, Senior Researcher, SnT – University of Luxembourg

			

			
				Recent 21st century large-scale catastrophes such as Hurricane Katrina, the terrorist attacks of 9/11/01 and the Fukushima disaster have called considerable attention to the need for enhanced communications in the public safety and civil protection sectors. In these cases, first responders' operational capacity was compromised by their inability to communicate with each other in real time. 

				The reasons behind these limitations are the fact that the safety sector is still dominated by proprietary vendor implementations fragmenting safety and communication between stakeholders in the same country and in cross border implementations either through non-interoperable frequencies or still using older technologies based on voice only such as TETRA and TETRAPOL. The recent decision of the German government to invest in TETRA for 4 B€ proved to be a wrong decision as it decided not to invest anymore in TETRA past this investment. The Polish government has withdrawn its TETRA tender in April 2011 from the market waiting for modern solutions using new technologies. The modernisation and the upgrade of the safety sector are the hot topic of this decade to use latest technologies especially low-cost off the shelf products and services already used by normal consumers to exploit data, video and all possible access technologies wherever they are available to save lives and critical assets. 

				The University of Luxembourg EU funded projects u2010 ( www.u2010.eu), Secricom ( www.secricom.eu), Freesic (www.freesic.eu) and GEN6 (www.gen6.eu) have already researched and studied in-depth the current and future communication needs and new solutions for the public safety sector, highlighting the fact that public safety stakeholders (i.e. police, fire brigades, ambulances, army and civil protection organisations, etc.) request advanced, secure, broadband services based on IP technology. Public safety organizations call for mechanisms to collect and exchange various kinds of information to improve the work and collaboration among not only national stakeholders but EU-wide partners. Even the new digital trunked radio system (TETRA or TETRAPOL), rolled out currently in some European countries, does not satisfy the need for high data rate services, i.e. the exchange of videos, pictures, sensor data or the high-speed download of documents and database content while being in mission.

				Therefore, the public safety organisations have started to recommend the use IP technology based on new broadband radio technologies e.g. UMTS with support for HSDAP/HSUPA and LTE, mobile satellite solutions, and mobile ad-hoc networks, for which the CEPT finalized the Europe-wide harmonization of a new frequency spectrum in the 5GHz band. 

				APCO (The US-based Association of Public-Safety Communications officials http://www.apcointl.org/) has already recommended use of LTE and IPv6 as the future safety networking solutions. The APCO affiliate in Europe called BAPCO (British http://www.bapco.org.uk/) has followed suit recently especially that they are partners in the Secricom project.

				The University of Luxembourg has started the European Public Safety Communication Forum (http://www.psc-europe.eu/) based on the EU funded Coordination Action NARTUS 

				(http://www.nartus.org/). The final recommendation of the PSCE Forum was to move to IP-based broadband networking based on the final roadmap designed from the u2010 project end results.

				It is abundantly clear that we are moving from a single service emergency service based on voice-only for decades enabled first over radio and then over GSM-based TETRA voice to a multiple apps and services that can be purchased off-the-shelf in every store. The irony of today is that kids today are better equipped than First-Responders with iPhone to do multiple things. In 2011, the London police has purchased 60,000 iPhones for its police to be able to do more than just voice on Tetra hand-sets.

				Following charts shows the logical move from the first safety generation using one-way radio devices to Tetra, a digital GSM-based voice though Push-to-talk was introduced to imitate the one-way radio voice service for traditional reasons and for command reasons too. The move of the US APCO recommending LTE over IPv6 is an obvious decision giving the US head-start leadership by learning from the Katrina experience that communication is a life-saver and not a political tools to please just the command, therefore leaving Europe way behind in the fragmented and non-interoperable services. This generation move is almost similar to the Internet generation moving from NCP (ArpaNet), to IPv4 and now to IPv6.

				The introduction of IPv6 in public safety networks and service could substantially improve interoperability and end-to-end security, which is especially crucial for cross-border public safety missions. Public safety is not just a national matter but a Europe-wide and a world-wide, and operation management requires involvement and coordination of (different) public safety organisations from different countries. Examples for international issues are disasters of the recent i.e. the earthquake in Italy 2009, the earthquake in Haiti 2010, the Oder flood in Germany in 1997. Efficient management requires efficient coordination (i.e. coordination of resources, strategy, operation, etc.), and coordination requires efficient and interoperable communication between different teams, different organisations, different nations, and different locations. 

				Hence, the scope of this experiment is the migration to an advanced public safety service and network (i.e. involving new broadband radio technologies) from IPv4 to IPv6, with a special focus on IPv6 security and IPv6 mobility.

				

				Public safety scenario and architecture:

				Figure 1 illustrates the scenario and network architecture for public safety communication. Mainly, the network comprises on-site networks (i.e. belonging to different public safety agencies or to distributed teams of one agency), one or more command control centres, databases and information servers, and the backbone. For communication, the team members on-site use several different devices (e.g. smart phones, laptops, tablets, sensors, cameras, etc.). Recently, public safety agencies have started to deploy mobile ad-hoc networks (MANETs) comprising several Mobile Routers to interconnect the user devices on-site. One of the Mobile Routers provides the gateway service and connects to the backbone via a directional radio link, a satellite link, 3G/4G, or DSL. 

				

				Examples for public safety services in scope are:

				•  Access to common databases and information servers while being in mission (blue line).

				•  Communication between different on-site teams (red line) in order to exchange videos or sensor data for common situation awareness, voice communication, or the sharing of documents.

				•  Communication between on-site team and command control centre (green line) for coordination and resource management.

				

				IPv6 benefits:

				Public safety is a governmental area where future IPv6-based services can substantially enhance the efficiency of communication and coordination due to the following IPv6 advantages:

				•	IPv6 provides interoperability and easier integration of heterogeneous networks (i.e. based on new emerging radio technologies) due to its huge address space. For example, in case nodes of different on-site networks are communicating (red line), with IPv6 each node has got its own unique public address while in IPv4 private addresses could be conflicting. Furthermore, since each mobile node has its own unique IP address, the operations center is able to initiate the communication, not just the mobile node. Moreover, any service can be connected directly (e.g. VOIP call to SIP client, check the temperature on fireman’s clothes sensor, engage GPS on MN, send instructions and video, etc...).

				•	IPv6 offers several security advantages. IPv6 security experts, has recently performed an EU study called “IPv6 security models and dual-stack (IPv6/IPv4) implications” in which the advantages and challenges of IPv6 security have been identified and described. For instance, IPv6 facilitates easy deployment of end-to-end security without the need for complex NAT traversal mechanisms. Furthermore, more fine grained security policies and filtering rules can be applied due to unique end system addresses, especially interesting for mobile devices.

				•	IPv6 provides enhanced mobility features (i.e. Mobile IPv6 and NEMO). In public safety scenarios the user devices are likely to be mobile, e.g. nodes attach to different networks on demand. When a mobile node changes location it can connect over the best possible reachable network and change of the network will not impact the reachability of mobile node from operations center because of overlay network called Dual Stack mobile IPv6. Appropriate IPv6-based mobility solutions will be selected and integrated in the experiment. 

				•	IPv6 provides enhanced auto configuration features, e.g. IPv6 stateless auto configuration. Auto configuration facilitates ad-hoc service availability without complex user involvement.

				•	IPv6 facilitates the development and deployment of new services (without suffering from NAT boxes and the requirement for application level gateways), e.g. large scale deployment of VoIP, exchange of sensor data, information services for situation monitoring, etc.

				•	Quality of Service support with DiffServ and Flow Label enablement in local and global network environment

				•	Multicast transmission

					- Scope identifier for limiting multimedia/live content reach ability

					- MLDv2/PIM-SSM for live multimedia streaming locally and globally

				

				With mobility, a mobile node always has got the same static IPv6 and IPv4 address, no matter to which network it is connected and in which part of the world the node is. Mobile node can change networks, and the user of the communication device doesn’t even notice the change. 

				This way we can reach mobile nodes, attached to public safety team members, engaging GPS and determine their exact position. When we deploy mobility in such teams, possibilities of use and new services becomes unlimited. We can send pictures, video, instructions to the individual member of team, we can call them via SIP protocol directly to their device, no matter where they are and also get the data from sensors, e.g. video cameras. 

				This way we can assure better control of the teams, much more data from the field and teams can be better coordinated to do their work more efficiently - help people when in trouble.

				In future, an IPv6-enabled public safety network could even facilitate services like temperature reading from the sensor in the clothes of fireman and to create a heat-map of the area by requesting data from multiple mobile nodes. 

				

				IPv6 migration and transition plan:

				For the migration of an IPv4-based public safety network and service to IPv6-based ones require a clear and detailed transition plan. First, nodes, applications, protocols, and networks need to be identified that are not IPv6-ready and require replacement or upgrade. Second, candidates for replacement or upgrade have to be identified. Third, transition mechanisms needs to be selected for the migration phase.

				Various mature applications and devices are available that already support IPv6 and can be used to built the experiment without the requirement for research work. In the EU project U2010, the University Luxembourg realized an IPv6-ready public safety demonstrator via the integration of IPv6-capabable satellite solutions, sensors, and applications.

				A key aspect for performing the migration in a secure and save way is to perform a detailed security analysis among device, protocols and applications involved, e.g. a security evaluation of transition mechanisms to select the right ones and the analysis of potentially changed security policies.

				

				For more information visit: 

				www.ipv6forum.com
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				“There’s an APP for That” - Integrating Smartphones with Public Safety Communications

			

			
				Watch any Local News broadcast these days and you will likely see photos or videos sent in of newsworthy events from viewers taken by their smartphones. As smartphones have become more and more ubiquitous, they have become an extension of the eyes and ears of the media. Law enforcement and emergency management officials have long sought solutions to extend that concept to Public Safety Communications, and several apps that promise to do just that, are now available and in development. 

				For example, in our increasing mobile world, texting is surpassing voice calls as the preferred method of communications among many smartphone users. While most Emergency Services agree that a voice call into 9-1-1 is preferred, responders and telecom providers recognize that the ability to text a 9-1-1 operator could be a lifesaver under circumstances where an emergency voice call could not be safely made. 

				Pioneer Cellular is one of the first service providers to offer 9-1-1 text messaging capability. The wireless provider recently partnered with Intrado, to provide that company’s TXT29-1-1 service to Pioneer subscribers. In a company Press Release announcing the partnership and new service, Jeff Martin, Pioneer’s Vice President of Sales and Service said, “We are pleased to partner with Intrado to further enhance safety services for our wireless customers. TXT29-1-1 will provide our wireless users with speech or hearing disabilities the same access for assistance in emergency situations as those who dial 9-1-1.”

				According to the National Emergency Number Association, (NENA) the “Big Four” wireless providers in the U.S. - Verizon, AT&T, Sprint, and T-Mobile, are all working on deployment of nationwide “Text to 9-1-1” initiatives. The “Big Four” entered into an agreement with NENA and The Association of Public-Safety Communications Officials (APCO) in December 2012 to deploy nationwide Text to 9-1-1 to all subscribers by May 2014.

				However, there is much more to integrating smartphones with Public Safety Communications than leveraging them only on the consumer end. Communication Chiefs and Emergency Managers recognize that first responders are usually carrying their own smartphones or other mobile devices in the field. Public Safety officials are working with providers and software developers to create and deploy apps that allow First Responders to use their own smartphones for Emergency Comms in situations where radio communications become difficult or impractical.

				

				Responders Being Left to Their Own Devices

				One such platform that allows Law Enforcement and Rescue Response to integrate consumer smartphones and other commercial-off-the-shelf mobile devices into their operations has been recently rolled-out by Covia Labs. The solution, known as Alert & Respond was designed by engineers with Covia to expand the command and control, and the situational awareness capabilities available to First Responders and other public safety operatives “beyond what is available with voice-only communication.” 

				Public safety officials and “boots on the ground” responders have long known that today’s smartphones have a lot of functions that could be very useful in public safety situations. These include such rich features as the ability to geotag photos or video, and using global positioning systems (GPSs) to pinpoint user’s locations. Yet, until the release of apps such as Alert& Respond, there really have not been solutions that allow public safety to optimize the use of these features. 

				According to Covia, using the platform, “Dispatchers can instantly send pertinent information such as suspect profiles, casualty reports and the location of other responders and staging areas to personnel. Witnesses can upload video of the crime and police can access surveillance video from their iPhone. Firefighters can access maps of triggered smoke detectors and locations of hydrants and hoses. A commanding officer can take control of responding units while en route to the scene.”

				Beyond text messaging, sharing of images, and GPS, the complete capabilities of the system include: National Incident Management System administration, push-to-talk, talk-around capabilities when a user is beyond the range of a cell tower, and “blue force” tracking location of personnel in real time. 

				Raytheon has also released an app that can turn a First Responder’s smartphone or tablet computer into a “virtual radio.” Raytheon demonstrated its application at the 2012 APCO annual conference and exposition in Minneapolis. According to Raytheon, the mobile app complements traditional communications through the Land Mobile Radio (LMR) public safety network. First responders can use conventional radios within the network, and when out of the coverage area, turn to the mobile app on the device of their choice.

				In a company Press Release, announcing the launch of the app, TJ Kennedy, director of Public Safety and Security for Raytheon's Network Centric Systems business said, "This versatile mobile application allows first responders to communicate over the data network when they are out of LMR coverage range or when a redundant form of voice communication is needed. Responding officers can now establish direct voice communications with officials and experts who aren't on the public safety radio system, thereby providing valuable, real-time collaboration." He added, “It also allows personnel to reach back to their home network from anywhere in the world where they have PC, tablet or smartphone access.”

				Challenges Remain

				True, there are still many issues that need to be addressed, and challenges to be overcome before the integration of consumer-centric, feature-rich, multimedia communications and Emergency Comms become a reality.

				As the debate continues in Washington and among Public Safety Agencies and the private sector about the best path towards adoption of FirstNet, the proposed and funded public safety broadband network, these new apps and services are providing ways for Responders to leverage sophisticated broadband features and devices for public safety in the near term. 

				Such solutions represent the first wave of what will soon be a total transformation of the way public-safety operations are conducted, and are already improving communication and the effectiveness of emergency response. 
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				When Disaster Strikes

			

			
				Engineers at CET are ready to deal with emergencies at a moment’s notice so that customers are back online as soon as possible. Many customers have a need for an uninterrupted service and diversity in how it is delivered is a primary consideration. Here, Ken Armstrong discusses the importance of having different links as a back-up solution and argues that preparation is the best way to ensure rapid disaster recovery

			

			
				Q: Please tell us about CET Teleport and the scope of your business?

				A: CET Teleport GmbH is one of the largest teleports in Europe delivering a wide range of corporate VSAT and media broadcast services. We have satellite links covering Europe, Africa, the Middle East, Central Asia, the Caribbean and South America and provide SCPC links as well as contended services through the iDirect Evolution® and iNFINITI® platforms to support enterprise, government, military, oil & gas, mining, banking, NGO and many other customer groups.

				The teleport was constructed on the main east-west and north-south German national fibre network and, in addition to multi-Gigabit international Internet access to London, Frankfurt and Amsterdam, CET has redundant dedicated access to BT’s Global Media Network (GMN) considerably increasing CET’s reach to the worldwide fibre network.

				CET Teleport provides all the services required to ensure that a system is tailored to satisfy the specific needs: project management, installation, licensing, field service and maintenance, network monitoring and management, third party hosting and data storage and, for satellite operators, telemetry, tracking and control (TT&C) services. 

				We can also arrange local licensing, installation and maintenance with Service Level Agreements guaranteeing the highest level of availability to ensure that, whatever the application, the connection is there when needed.

				

				Q: What is your coverage and in which regions can you provide services? 

				A: The location of our teleport means that CET is better positioned than almost any other teleport to deliver the kind of international services required by organisations which operate globally. Its location allows access to more than 200 geostationary satellites located from 58°W to 76.5°E and provides a major Ka-band gateway.

				The teleport in Hameln, northwest Germany, sits in 160 acres of land and has extensive disaster recovery facilities, a 24/7 Help Desk and with over 50 antennas ranging from 15m diameter downwards. 

				We supply services in Europe, Africa, the Middle East, Central Asia primarily but also other parts such as the Caribbean and South America. 

				

				Q: You have capacity on a brand new satellite AFRICASAT-1a. How is that complementing the coverage and services you already have over Africa? 

				A: CET has been steadily building up its portfolio of services and expanding the coverage. Adding AFRICASAT-1a to the offer has completed another phase – that of having the African continent covered with Ku and C-band.

				We are delighted to be one of the first operators to take capacity on this modern new satellite. This capacity will greatly improve our C-band coverage of Africa, complementing the existing Ku-band coverage. We already have services on NSS-7, T11N, Eutelsat 21A, Eutelsat 10A and many other satellites that cover the region.

				Africa is a vibrant market and there is a constant need to provide broadband and VoIP connectivity for government, commerce and individuals in both the urban areas where the infrastructure has been damaged and also in rural areas which have not been properly served in the past.

				

				Q: Which industries are you supporting with your VSAT solutions?

				A: Through dedicated SCPC links and through our iDirect Evolution® and iNFINITI® platforms providing shared services, we support enterprise, government, military, oil & gas, mining, banking, NGO and many other customer groups.

				CET is able to provide its customers with pretty well everything they need in the way of VSAT services and VSAT connectivity - Internet links from Siberia, distance learning in Central Asia, GSM backhaul services, VoIP or rural telephony networks in Africa, disaster recovery protection in the Middle East or services to ships in the Atlantic or Mediterranean?

				

				Q: You provide services for Oil & Gas and Mining sector across the world. We know how important it is to keep the communications live at all times. For these companies, satellite is often the only solution due to their remote locations. What can CET offer as a solution? 

				A: Mines and Oil rigs are typically located in remote and inhospitable parts of the world, often beyond the reach of mobile phones and outside of terrestrial Internet range. Communication problems could pose real hardship for operators and increase the sense of remoteness and separation for the expatriate employees at the site. In most cases satellite communication is the only practical way of opening up these locations for communication with the outside world.

				A satellite system installed at the main site location often needs an additional step – to connect many computers sitting around the base or to link a number of support facilities located at longer distances.

				If the distances are short, we can assist with cabled or wireless local area networks (LAN) or for longer distances WiMax wireless links. 

				Again, every customer has a specific requirement and plan of growth, therefore each solution has to be tailor made.

				

				Q: How can you help when a disasters strikes? How quickly can you set up remote services? 

				A: When disaster strikes, we are ready to be on the way quickly and help our customers back online. We have many people on the ground, in Africa, in particular. Depending on a location we can provide critical communications within 24-48 hrs. We might not be able to restore the full service immediately but the critical communications will be up and running quickly. 

				We often advise to be prepared for an emergency. Many of our customers have a need for an uninterrupted service and diversity is something we take into consideration from the early days. It is important to have different links as a back-up solution but what those are would depend greatly on the circumstances. 

				We consider all on case by case basis and discuss it with customers to understand their needs. Sometimes satellite is a back up to terrestrial Internet or fibre; sometimes we provide Ku-band services as a back up to C-band, other times, Ka-band is the solution. There are many possibilities but they should be considered in advance. Yes, we can act quickly in case of a disaster, but the best solution is to be prepared for when it strikes. That gives customer an edge over the competition and it is not as expensive as people think when packaged correctly. Certainly cheaper than what you need to pay in case of disaster if you are unprepared. It is like paying for your insurance and having your mind at ease in the knowledge that you’ll be fine in case of a catastrophe.

				

				Q: What is next for CET?

				A: We have many plans. We grow every day, investing in our infrastructure and skilled staff. Our customers are supported by highly-qualified engineers. We have many of them on the ground already but we always strive for improvement. 

				Besides the German Headquarters, CET has offices in the United Kingdom, India, Sierra Leone and DR Congo. We are in the process of opening Angola and Dubai offices at the moment. There a few other countries lined up already. 

				Our goal is to continue providing quality services without compromise. 

				

				For more information visit:
www.cetteleport.com
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				The Backbone of Global Maritime Safety Communications

			

			
				Emergency Comms talks to Peter Blackhurst with Inmarsat

			

			
				Peter Blackhurst is the Head of Safety Services, Maritime at Inmarsat. Peter comes from a solid maritime background. He is responsible for Inmarsat’s provision of GMDSS and its public service commitment and development of new technologies. Peter has built a lifetime seagoing career. He has served in the Royal Fleet Auxiliary and Safmarine as a radio officer, and before his appointment to his current position, he was Senior Technical Standards Manager and policy lead for Communications and Navigational equipment at the Maritime and Coastguard Agency. He was also Chief Radio Surveyor for the UK administration.

				Inmarsat is a global leader in maritime safety communications. For more than three decades mariners the world over have trusted Inmarsat for reliable emergency and distress communications, when it matters most. 

				

				Q: Inmarsat is well known as an industry leader in Maritime Safety Comms. In fact, you’re quite literally the backbone of the Global Maritime Distress and Safety System (GMDSS). Tell me a little more about that, and about some of your other maritime safety solutions.

				A: The ‘backbone’ is a very good way to describe it, bearing in mind that Inmarsat was originally formed to provide those safety communications for shipping over thirty years ago. It’s been a process of development from the time when we were an intergovernmental organisation before we later became a private commercial enterprise, and then a company traded on the London Stock Exchange. Throughout that time there have been various constraints and regulations but we’ve always operated under the auspices of the International Maritime Organisation (IMO), which has developed a set of rules that dictate how we should provide maritime safety services. We have continually sought to meet, or exceed, the IMO’s standard, because we recognise that ultimately one lost call could mean someone’s life.

				

				Q: Would you say there were challenges, or advantages to becoming a private enterprise? Or maybe a little of both?

				A: Even when we moved into the private sector, our maritime safety services continued to be delivered under the ultimate governance of IMO with the International Mobile Satellite Organisation (IMSO) as our regulator and interface to the IMO. We still report to them and they oversee our operations, ensuring we continue to comply with the regulations. We also seek their advice when we’re looking to introduce new services, as we are at the moment, as we move from the older, legacy services of Inmarsat B, Fleet 77 and Inmarsat C – a mandatory carriage requirement for all deep sea-going ships – to new high capacity services on FleetBroadband. We’re in the early stages of introducing these new services but have already launched a voice distress service – a red button to get straight through to the Rescue Coordination Centre – and later this year or early next, we’ll have the commercial launch of what we call a Maritime Safety Data Service. This will emulate the services provided by Inmarsat C, although clearly with our current 3G network on the I-4 satellites we’ll be able to offer much more. And of course, both those new services will be subject to IMO approval.

				Q: Of course all of your solutions meet the standards of the IMO, but when lives are on the line, just meeting standards is not enough. Tell me about Inmarsat’s commitment to exceeding those standards in an arena where compromise is not an option.

				A: We have very stringent operations, which include backup scenarios so that if we should have a satellite failure, we can use one of our other satellites to fill the gap and maintain the service. That, of course, is very much based on the operation of the existing constellation. The on-board technology of some of the older satellites, some of which are coming up to 20 years of service, isn’t as high as the I-4s, which have a lot more built-in redundancy and resolution. They’re a lot more powerful but also a lot more reliable. That’s something that will continue to improve, but nevertheless we are very aware that we meet a quality of service of 99.9%. And we do exceed that – the last figures I saw were 99.98%, so we’re getting down to two decimal points and we match that year-on-year. Emails are sent out automatically via the network as soon as someone puts up a distress priority call, and they get forwarded through to our Network Operations Centre and Satellite Control Centre (SCC), so they have full visibility of what’s happening and can maintain the high quality connection throughout the emergency. 

				

				Q: While Inmarsat has built a global reputation for uncompromising maritime safety solutions, you are also responding to the Comm needs of mariners in other ways, tell me a little bit about that.

				A: We’re investigating all the different ways of managing the delivery of safety services, as well as the greater requirements that the seafarer wants beyond simply distress. For example, we’ve seen developments in chart updates in recent years as ships move away from paper charts and adopt digital navigation systems. Being able to access real-time weather reports and download electronic charts on-demand allows captains to plan the most fuel-efficient route by avoiding any bad weather that can add to journey time. This means there’s going to be a growing need for additional satellite communications to deliver these e-navigation services both quickly and inexpensively. 

				

				Q. Without revealing anything that could be considered proprietary of course, what do you think is next in Maritime Safety Communications in general, and specifically for Inmarsat as regards meeting those future needs?

				A: We remain very open with our plans for the future when it comes to safety. Although we’re still in the early stages of introducing new services on FleetBroadband, we have shared that information with the maritime fraternity through the IMO, so they know what’s coming. Clearly what happens in the background – how we operate our network, how we route the calls etc. – is a different matter. Ultimately, Inmarsat is seen as the pipeline between the ship that’s in trouble and the shore, and what’s important is that, when a distress call is made, it gets through, and we work tirelessly to make sure that happens. 

				So for the future, we just see it getting better. 

				

				For more information visit: 
www.inmarsat.com/services/maritime-safety/maritime-safety
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				Satellite Communications and Aviation Safety are Looking Up!

			

			
				Emergency Comms talks to David Coiley with Inmarsat

			

			
				David Coiley is Vice President, Aviation at Inmarsat. 

				Inmarsat provides a portfolio of global mobile and transportable broadband communication services via satellite solutions across its main areas of maritime, aeronautical and land. Inmarsat’s aviation safety portfolio is used by most of the world’s leading airlines, business jet operators, general aviation and government agencies. 

				

				Q: Inmarsat has had a long-standing reputation for safety communication protocols in commercial and civil aviation stretching back for decades. Tell me a little about that history and relationship.

				A. The company history was originally formed on the maritime side of things and aviation services evolved from that, taking advantage of exactly the same type of solutions that delivered high quality, high reliability communications to the maritime industry. Of course aviation services are not just about aviation traffic over the seas, it’s also about coverage in remote airspace in places such as Siberia, Australia and other continental landmass areas. We were able to exploit many of the facilities and capabilities that our maritime colleagues had put in place, but of course we had to apply them for aviation systems and services – in particular the Classic Aero Services, which have been in place for over 20 years.

				

				Q. I understand that Inmarsat was the first operator to comply with the requirements of the International Civil Aviation Organisation’s (ICAO) recommendations for global safety communications, can you elaborate?

				A. That was the culmination of almost ten years of effort for Inmarsat. We were the pathfinder in the use of satellite communications for aviation safety prior to receiving the first, necessary approvals from industry bodies such as ICAO. Initially, in the 1990s the industry was rightly cautious in its approach to the new satellite technology. It didn’t want to rush things and was very thorough in its approvals. With that experience behind us all, the process is now much faster and we hope to benefit from that with regard to our new SwiftBroadband-based safety services.

				

				Q. What were the greatest challenges in those early years of developing and deploying the “Classic Aero” Services?

				A. It’s important to remember that there were a couple of key trial programmes that went into securing the initial approvals. ‘Prodat’ – one of the very first aviation satcom trials – and Inmarsat’s Data-1 were among the early services that provided a relevant basis for the development of subsequent offerings. Data-1 was the ACARS (Aircraft Communications Addressing and Reporting System) Data Link precursor service that became the Inmarsat ‘Classic’ Aero voice and Data-2 service, which has been in use for the last twenty years by thousands of aircraft around the world. So it was a process involving not just the main iterations but all the trial and pre-operational services that went into them.

				

				Q. And now you are actively promoting ‘Classic Aero Services’ as well as integrating and leveraging new technologies such as SwiftBroadband. Tell me a little more about that in terms of the relative advantages and challenges of such offerings.

				A. The baseline is the Classic Aero Service, which was defined by the safety service requirements, i.e. the ability to deliver ACARS Data Link messaging – a highly reliable, mission-critical text-based service not dissimilar to Telex – to aircraft flight decks using systems adopted by the whole of the industry. ACARS Data Link was a key requirement for our data-based services, although alongside that was the voice capability that both the captain and the co-pilot are required to have at any point in the flight. Our original Classic Aero Services were designed to provide those capabilities, which provided the basis on which passenger services could later piggyback, offering various other applications including telephone services. In the case of SwiftBroadband, it’s an IP network service, bringing the internet age to aircraft at long last while also delivering significantly greater flexibility, as well as greater economies.

				

				Q. You say “at long last,” and rightfully so. Why has it been so challenging to bring the IP environment to the commercial and business cockpit?

				A. What we’ve had to do is to take that IP communications platform and make it sufficiently resilient and robust to meet several high reliability requirements – high availability, high performance and the ability to turnaround messages within a set time. SwiftBroadband is the aviation variant of our BGAN (Broadband Global Area Network) technology, which is in our latest generation I-4 satellites. What we are doing is taking that basic IP platform that was designed around 3G cellular technology and providing priority, precedence and pre-emption, which gives safety services assured access whenever communication is required. This ensures pilots get priority access to voice or data communications as they require them, and also that aircraft requiring assured access to a satellite network get priority over all other users. Pre-emption means that if the system is busy at any one time with someone making a phone call or surfing the internet, we have the ability to manage and re-assign network usage so that pilots can get access to the communications they need, when they need them. 

				

				Q. So it sounds like you have taken kind of a “Best of Both Worlds Approach” when it comes to integration with legacy technologies?

				A. That in essence is what we’ve done. We’ve provided the robustness and the reliability that are the hallmarks of Inmarsat’s network services, and which are crucial to ensuring the availability of communications as well as the delivery of messages or voice calls within a predefined timeframe, all of which firmly meet the standards the industry has set for these services. Among the benefits of implementing both Classic Aero and SwiftBroadband is greatly increased choice, allowing customers to take only those services that best match their requirements. The unique feature however is that it enables us to upgrade the aircraft from the older Classic Aero system to the higher performance, SwiftBroadband. 

				

				Q. In a nutshell what is the main advantage of SwiftBroadband?

				A. The key benefit of SwiftBroadband is that it does everything Classic Aero does but more efficiently and at lower cost by providing broadband IP data on the flight deck or indeed any part of the aircraft. Inmarsat is uniquely able to do this and uniquely able to prioritise that data. Recently there’s been an increasing trend of aircraft operators and manufacturers to have their aircraft connected at all times. Various aircraft systems require online access, and this IP network gives them ubiquity to synchronise the aircraft with a whole host of systems on the ground. For example, electronic flight bags or EFBs are now given to flight deck crews to replace the 60-odd lbs of manuals they used to carry around the world in their oversized pilot cases. All manuals can now be contained on a device that’s as small as a tablet PC. It’s the perfect method to provide and integrate real-time weather data, charts, flight plans, manuals, maintenance data etc. directly into a tool that’s easy for the pilots to access. And that’s just one benefit of SwiftBroadband over Classic Aero and other systems – the priority IP network capability of SwiftBroadband gives us the ability to synchronise and provide real-time IT-based information in electronic flight bag and other aircraft systems.

				

				Q. Without revealing anything that could be considered proprietary of course, what do you think is next in Aviation Safety Communications in general, and specifically for Inmarsat as regards meeting those future needs?

				A. I can tell you about a few things we’re working on right now. One is under the heading, ‘Smaller, Lighter, Cheaper’, where we’re bringing everything we do with SwiftBroadband down to smaller, lighter and even more cost-effective aircraft systems, which aircraft operators love. Size and weight for operators is always about cost, so bringing the size down while retaining the capabilities is very attractive and we’ll be implementing that within 18 months. We’re also doing a lot in terms of position reporting and flight tracking. The ability to downlink flight data recorder information is something that SwiftBroadband is in a perfect position to deliver. And more generally, we’re also looking to provide additional IP-based services to the flight deck and aircraft systems. Another concept, called SwiftBroadband Private Network, effectively enables us to create a private network for flight deck and operational applications, which airlines and aircraft operators appreciate and which gives them yet another reason to evolve with Inmarsat, and our proven safety services.

				

				For more information visit: 
www.inmarsat.com/sectors/propositions/aviation-safety

			

			
				
					[image: FCC%20EAS%20logo%20640x342.jpg]
				

			

			
				How Secure is the US Emergency Alert System?

			

			
				We interrupt this broadcast to bring you the following emergency message. This is not a test. The bodies of the dead are rising from their graves and attacking the living… 

			

			
				This is not a scene from the hit television series The Walking Dead. Nor, obviously, is it a real alert issued by America’s Emergency Alert System (EAS), but it is a “real” message broadcast by that system to viewers in Montana back in February of 2013, when hackers broke into the EAS. The hacked warning, broadcast by a single Montana CBS Television, affiliate went on to say, “Do not attempt to approach or apprehend these bodies as they are considered extremely dangerous.”

				Of course authorities knew the Zombie Apocalypse was not upon us, and that some unknown hacker had exploited vulnerabilities in the EAS to broadcast the fake warning. What they did not know is how – that is, until recently. On June 26th, 2013, the Department of Homeland Security (DHS) issued a security alert (Vulnerability Note VU#662676) stating that all Digital Alert Systems DASDEC-I and DASDEC-II appliances, as well as the Monroe Electronics One-Net E189 Emergency Alert System, used by EAS, contain “multiple vulnerabilities that could be exploited to provide remote access to, and control of, the EAS equipment.” 

				The alert was issued after Mike Davis, principal research scientist with IOActive, an information and cyber-security firm, discovered the vulnerabilities and reported them to DHS. In his report Davis said, “An attacker who gains control of one or more DASDEC systems can disrupt these stations' ability to transmit and could disseminate false emergency information over a large geographic area. In addition, depending on the configuration of this and other devices, these messages could be forwarded to and mirrored by other DASDEC systems.” 

				The Security Advisory issued by IOActive to DHS gave the system its “critical” rating and went on to warn that DASDEC-I and DASDEC-II application servers, made by Digital Alert Systems, were left wide open to attackers, following a recent firmware update that was shipped to users that also included a copy of their default private root secure-shell (SSH) key.

				Using the key, an attacker with limited knowledge could gain remote access to the Linux-based EAS encoder/decoder (ENDEC) devices, and then according to Davis, “manipulate any system function,” including broadcasting fake emergency alerts over large geographic areas via digital and analog channels. 

				That was not the only vulnerability exposed in the IOActive security advisory. The second major vulnerability is that the devices ship with default passwords installed that provide full access. "Like many similar devices, the DASDEC and One-Net ENDECs use default administrative credentials,” according to the DHS security alert. “Some user sites fail to change the default administrative password and allow unrestricted Internet access” to the device. When users fail to change the default password, hackers who either know, or can obtain the default password, could remotely log onto the devices unchallenged, and gain root privileges. 

					

				Given Fair Warning

				The good news is not only are the dead not rising from their graves, solutions to the vulnerabilities have been issued. Monroe Electronics, the makers of the units in question, released a fix in April 2013 with a new firmware update -firmware v2.0-2. According to DHS, this update, “disables the compromised SSH key, provides a simplified user option to install new unique keys, and enforces a new password policy.”

				Today, both the Monroe Electronics and Digital Alert Systems homepages include a prominent security recommendation that their EAS appliance customers should update to the v2.0-2 firmware, must “change the factory default password,” and to make sure that “all network connections are behind secure firewalls.”

				Although this patch was released in April, Davis in his July Advisory stated, “Each EAS participant needs to upgrade any Monroe hardware they’re currently using. To the best of my knowledge there is still a significant number of vulnerable systems on the Internet that have not patched this issue. Additionally, many EAS systems run in a peer-to-peer network so even partial patching of the issue may still result in widespread fictitious EAS alerts.” 

				The EAS was created to allow The President to address the entire country within 10 minutes of a nationwide disaster. Equipment such as the DASDEC-I and DASDEC-II servers were designed to interrupt regular broadcast programming by TV and radio stations and relay an emergency message, which is preceded and followed by familiar alert tones.

				Davis did not go on record as saying he believes exploitation of either of his discovered vulnerabilities is how the fake “Zombie Warning” was accomplished. However, now that we are aware of them, it stands to reason they were involved. In a July 12th statement issued to PC Magazine, a Monroe Electronics representative said the “vulnerability played no role in the bogus Zombie Apocalypse warnings.”

				The purpose of the DHS Alert was to urge users to make use of the available fix. Any stations that use the vulnerable alert equipment should upgrade immediately to version 2.0-2, which is available by sending an e-mail to support@digitalalertsystems.com.
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				Satellite Communications for Aid and Emergency

			

			
				When disaster strikes, you need to act fast. Members of the European Satellite Operators' Association (ESOA) 
are trusted to deliver critical communications services to areas hit by crisis, often within hours

			

			
				Just when you need them most, terrestrial and cellular networks can be among the first casualties of a disaster. But if you can't access a communications infrastructure, how can you co-ordinate an effective response? Establishing a communications zone is a major enabler in the management of humanitarian aid and emergency response operations. Thanks to the cooperation between ESOA Members and government agencies satellite communications play a critical role in establishing essential links for first responders and relief agencies within and beyond the affected area, and deliver communications services that can make a real difference to the disaster's victims. For some it is, literally, a life line. 

				

				An Instant Infrastructure

				Even an established and sophisticated ground infrastructure like telephone lines and local wireless networks can be entirely knocked down or damaged in a disaster, rendering previously trusted communications services useless. This was shown during Hurricane Katrina in southern U.S.A. Unlike terrestrial networks, satellites have almost complete immunity from catastrophic events such as hurricanes, floods, and earthquakes. From their safe vantage point in space, satellites can simultaneously link several points on the ground, mobile and fixed, which may be thousands of kilometres apart. The advanced technology of modern satellites can deliver on-demand voice and data connectivity of consistently high quality, and communications that would otherwise have taken days can be achieved in a matter of seconds. Satellite communications offer a range of solutions to meet the immediate and on-going needs of humanitarian aid and emergency response - whether it is telephony and high-bandwidth data access offered by a fixed service in a permanent location, or the flexibility of a mobile service that can be used on a ship, plane, road vehicle or on the move with a hand-carried satellite terminal. 

				

				A Critical Infrastructure

				

				Logistics support

				One of the key uses for satellite communications by first responders and aid agencies is logistical support. To assist with the co-ordination of relief efforts, satellite communications provide vital voice and data connectivity - the latter including email, instant messaging, internet access, videoconferencing, and secure LAN connectivity. Many satellite communications solutions are interoperable; not only does this allow the integration of different systems, but it also enables emergency responders to use the standard equipment - radios, mobile phones and PDAs - with which they are familiar.

				

				Welfare

				Compounding the problems faced by victims of a disaster is their sense of isolation. Often what they need most is the ability to contact family and friends, to hear a familiar voice and give reassurance. Satellite communications provide these essential links; remote communications centres can be established quickly, offering telephony and email access directly to the people affected most. 

				

				Telemedicine

				Telemedicine puts the resources of world-class trauma specialists and surgeons at the disposal of medical teams battling minutes to save lives in the field. With voice and broadband data connectivity via satellite, doctors can share real-time medical data such as electrocardiograms (ECGs), blood pressure, temperature, x-rays and even live highdefinition video images of the patient. It speeds diagnosis and treatment, and provides much-needed additional support to the medical resources within the affected area.

				

				Media coverage

				Although not an essential element of emergency response, the media coverage of a crisis can often make a significant difference to the level of that response. Sharing stories and images from the disaster zone can raise public awareness and generate worldwide support. Satellite communications provide the networks to deliver immediate media coverage from crisis-hit areas, and “live by videophone” media reports from disasters are seen on television screens around the world.

				

				Continuity of Business

				Often forgotten but most relevant is also the impact a disaster can have on the retail sector of the economy. Continuity of business in the retail sector is vital to the economy and orderly functioning of society. If one asks how long a company would survive during and after a natural or man-made catastrophe or what plans companies have to get their business up and running again in a short period of time after a disaster, there may often be no answer. 

				The economic damage from Hurricane Katrina in New Orleans in the US was over a $100 billion. Even for businesses, satellites can form the essential communications component to enable them to continue after a disaster.

				A Proven Infrastructure

				The members of ESOA work with the European Union, United Nations, and a large number of Non- Governmental Organisations (NGOs) to ensure that satellite communications provide a rapid and reliable network to assist in humanitarian aid and emergency response operations. ESOA members have a proven track record of delivering connectivity wherever and whenever it is needed. 

				

				Lebanon, 2006 

				During the recent conflict in Lebanon, satellite communications provided essential support to the aid agencies working in the region, and the many Lebanese and Israeli people affected. Télécom Sans Frontières (TSF), a specialist in re-establishing telecoms services in crisis-hit areas, worked with an ESOA member to deploy voice and data communications via satellite. Appointed by the United Nations, TSF supported the relief effort by establishing two telecoms centres in Saida and Tyre, providing telephony, email, internet access, fax and IT support to the aid agencies and Lebanese NGOs. In the month that TSF was operating in Lebanon, nearly three gigabytes of data was transmitted over satellite, and over 1,850 minutes of voice calls were made. Threequarters of voice calls were international, many of them from people contacting families overseas. TSF supported 22 aid organisations and helped over 600 families. Julien Harnes, a team leader for the UN children's fund, Unicef, said, “TSF provided an excellent service essential to the implementation of the humanitarian hub in Tyre. The telecom centre enabled us to reach and coordinate NGOs on the ground better.” 

				

				U.S.A, 2005

				When Hurricane Katrina hit the southern states of the U.S.A - particularly the states of Louisiana, Mississippi, and Alabama - the telecoms infrastructures were rendered inoperable almost immediately. As the extent of the damage caused by Hurricane Katrina became clear, numerous ESOA members responded rapidly to meet greatly increased demand for satellite communications equipment and airtime. ESOA members reallocated satellite capacity to make additional channels available in the disaster zone, ensuring that users experienced the best possible levels of Satellite Communications For Aid And Emergency service to support the relief efforts. Terminals capable of delivering voice and data communications were providing to agencies on the ground - including FEMA, State Police, National Guard, Red Cross, and other federal, state and local bodies. Over 20,000 additional terminals were provided, supporting situational awareness, command and control, and relief and recovery efforts that would last several months following the hurricane.

				Members of ESOA are now working closely with the government organisations responsible for hurricane preparedness, to ensure that satellite communications - with its key advantages of reliability, flexibility and interoperability - are more fully integrated into future communications toolkits.

				

				South Asia, 2004

				Severe damage to local infrastructures was also a feature of the tsunami in south Asia, which affected parts of Indonesia, Thailand, Sri Lanka and India. An ESOA member worked with the AirPutih Foundation in the Aceh region of Indonesia, providing emergency telecom facilities and a media/internet centre for news updates from the area. The broadband data terminals allowed data exchange over a wide area, and enabled relief workers to access information on the many thousands of homeless people, the identification of serviceable roads and transport routes, and other critical data; all achieved at speeds comparable to a European domestic broadband connection, in a region that had just experienced a catastrophic event. 

				The satellite communications provided to AirPutih supported over 30 organisations, including the UN Office for Humanitarian Affairs (UNOCHA), the UN Development Programme (UNDP), and many other international, national and local agencies. The system also supported the USNS Mercy, a hospital ship that used a wireless internet connection, via satellite, to help expedite the transfer of patients' medical information, becoming the primary means of communication, enabling lives to be saved.

				Many ESOA members provided vital communications services during the tsunami relief efforts, and they continue to work with regional agencies in the reconstruction and rehabilitation operations and in establishing early-warning systems.

				

				Policy-Making

				All over the globe, satellite providers are speaking on industry panels, participating in government-industry working groups and conducting media interviews to educate authorities on proper selection and use of satellite systems and solutions. In addition, international organizations, such as The United Nations, have asked satellite operators to participate in disaster management forums. Satellites are now being recognized as the critical infrastructure nations can rely on when in crisis. Governments, citizens and businesses alike need a robust communications capability that does not rely on traditional wireline, wireless, or internet modes. ESOA wishes to ensure that adequate visibility and priority be given to satellites in policy-making. Member Companies will continue to support all efforts requiring satellite capacity and services. Nevertheless public support and awareness is crucial to their ability to do this.

				

				About ESOA

				The European Satellite Operators' Association was formed in March 2002 to represent the interests of the industry with the European Commission, Parliament, Council and the European Space Agency as well as other international organisations, national governments and regulators. ESOA's goals include ensuring that satellites benefit from the appropriate political, industrial and regulatory environment to fulfil their vital role in the delivery of communications. ESOA is governed by a Board of Directors made up of the CEO's of its Member Companies. The activities and other details about the ESOA can be found at www.esoa.net. Members of ESOA are: EADS SPACE Services, Eurasiasat, HellasSat, Hispasat, Inmarsat, SES New Skies, SES Sirius, SES GLOBAL, Telenor Broadcasting Holding and Telespazio. Arianespace, EADS SPACE and International Space Brokers are Supporting Members of ESOA.

				

				For more information visit: 
www.esoa.net
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